Firefox and browsers other than Internet Explorer might give an error message when trying to connect
securely to any of Western Piedmont’s websites. Below is an example of the message received when
connecting to Pioneer Pass.
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v Al ‘You have asked Firefox to connect securely to pioneerpass.wpoc.edu, but we can't confirm that

waur connection is secure,

Mormally, when wou try o connect securely, sites will present trusted identification to prove that wou
are going bo the right place. However, this site's identity can't be verified.

what Should I Do?

If wou usually connect to this site without problems, this error could mean that someone is trying to
impersonate the site, and vau shouldn't continue,

Get me out of here!

Technical Details

I Understand the Risks

Dane

]

The SSL certificate for the website is valid, but the Certificate Authority who provided it has revised their
Global Certificate. Because the name of the global certificate has changed, Firefox and other browsers
do not recognize it as an update to the previous one, and therefore it is not automatically downloaded.

To fix this problem, there are two options:
A: Click I Understand the Risks, to continue to the secure site.

B: (preferred) Visit the following website to download and install the new Global certificate into the
browser:

http://certs.ipsca.com/Support/SSLServerSUPPORT.asp



http://certs.ipsca.com/Support/SSLServerSUPPORT.asp
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We provide you with inforrnation about how to generate the
CER in the most used server software, You can find them in
the list on the right.

Install The Server Certificate

After receiving vour certificate, another two certificates will
be rnecessary to setup your S5L Server, It is essential to
install these certificates on your web server in order to
establish correct S$5L connecHons with your custormers'
browsers, Should they be required, you rnay download
these certificates individually arjointly as a bundled file:
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Click the ipsCA GLOBAL CA ROQT certificate icon. It will bring up the following window:

Downloading Certificate

‘fou have been asked to trust a new Certificate Authority (CA).

Do you wank ko krusk ipsCa Global C& Root" For the Following purposess?
¥ Trusk this CA ko identify web sites.

¥ Trust this Ca ko identify email users,

¥ Trusk this Ca ko identify software developers,

Before trusking this 4 For any purpose, you should examing its certificate and its policy and
procedures (if available),

Wig | Examine 4 cerkificate

Cancel

o |

Check all three options. You can click on View to examine the certificate if you wish. Then click OK.



Now enter the address for Western Piedmont you would like to connect to (ex:
http://pioneerpass.wpcc.edu). You can verify that the connection is secure by clicking “wpcc.edu” that

is highlighted in blue within the address bar. A message will appear as shown in the screenshot below.
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Welcome Guest!
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Wiebadvizor's name is changing to Pieneer Pass.

o the databaze will be unal

Pioneer Pass gives students, staff, and the community
access to our databases.

Select vour point of entry to the right.

Atutorial on Pionest Pass is available in pdf formst.

Student Email - a futorial is svailabe to help you access your
WWPCT account.

Done =



http://pioneerpass.wpcc.edu/

